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This is a short presentation on how | use BlueSky in a Docker container to administrate remote Macs for certain things that don't work well or at all with screen recording apps like
Splashtop and Teamviewer.
CLICK



1 LAN to Rule them all!

192.168.x.x
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In the beginning, their was just the office LAN and every computer was local.
CLICK



[ ] [ ] Remote Desktop

#f e W & Im  Q Q
Observe Control Curtain Copy Install UNIX Reports Spotlight Filter

All Computers Name ~ Current Status IP Address Current Application Current User  OS Version

© Scanner (=) MDOYVR 2021 Available 10.0.222.199 Setup Assistant Mat Xavier 11.2.3 (20D91)
> @) Task Server

» @ Active Tasks
» & History

-+ | 1 computer 1 selected
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It was easy to use Apple Remote Desktop to control all the computers on the local subnet.
CLICK
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But these days, Work From Home computers are dispersed to the four winds.
CLICK
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Trying to control them is like a game of Wack-a-Mole.
CLICK
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CLICK
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They each have separate publici.p. addresses.
CLICK
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And as such can’t be reached by Apple Remote Desktop.
CLICK
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However, we have lots of tools to take its place.
CLICK
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Like Teamviewer, Connectwise Control.
CLICK
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Splashtop and LogMeln.
CLICK



precursor.ca/slides

Copyright © 2021, Alex Narvey

To name just a few.
CLICK



Setup Assistant
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But these tools are unlike ARD and can’t help us when the computer is at certain stages.
CLICK



®

Accessibility

Accessibility features adapt your Mac to your individual needs. You can turn them on now to help you
finish setting up, and further customize them later in System Preferences. See what's available in each
of the categories below.

® ) ®

Vision Hearing Cognitive

Not Now
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They won't take over when the computer is in the middle of Setup Assistant.
CLICK



Migration Assistant
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And they are not that useful if you have to run Migration Assistant from a Remote location.
CLICK



In particular, it you create a new user you are going to have a problem.
CLICK

Migration Assistant

Use Migration Assistant to transfer information (data, computer settings,
and apps) to this Mac from another Mac, a Windows PC, a Time Machine
backup, or a disk. You can also transfer information from this Mac to
another Mac.

All other apps will quit when you click Continue.
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Security & Privacy Settings

Please grant Splashtop Streamer all the required permissions for the complete remote access functionality
Accessibility

Splashtop Streamer still misses some required permissions for the complete

- remote access functionality
-

| Screen Recording  Splashtop Streamer requires Screen Recording to capture
B screenR the computer screen.

Microphone

A’ splashtop What's macOS permissions?

Do not remind me again
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And sometimes you DO have to create a new user at a remote location.
CLICK



Splashtop Streamer still misses some required permissions for the complete
remote access functionality

Screen Recording  Splashtop Streamer requires Screen Recording to capture
the computer screen.

Security & Privacy Settings

Please grant Splashtop Streamer all the required permissions for the complete remote access functionality

Accessibility
Splashtop Streamer requires Accessibility to control v
this computer.

Screen Recording

Splashtop Streamer requires Screen Recording to
capture the computer creen. [ aiow |

Splashtop Streamer Full Disk Access.

S e v
features such as file transfer and drag-and-drop.

Microphone

Splashtop Streamer usss a microphone diver to v
transmit system sound. Environmental sound, including

your voice, will NOT be sent over the remote connecti.

& splashfop’  what's macOS permissions?

Do not remind me again
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And no-one is going to be there to enable the Screen Recoding Privacy Policy.
CLICK



Privileged
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That is where ARD and Apple Screen Sharing still excel! They can control the remote screen in any of these situations.
CLICK



HH Security & Privacy
General ~ FileVault ~ Firewall ~ Privacy

Full Disk Access Allow the apps below to record the contents of your
screen, even while using other apps.

Files and Folders

@ socn recoring 31 connectwisecon...25725e99160d

Media & Apple Music
{ Homexit @ Splashtop Streamer
3 suuetoonn TeamViewer

3 Avtomation

@ Developer Tools

m Apple Advertising
-—

B Click the lock to make changes.
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With ARD / Screen Sharing you can easily remotely click and turn on Screen Recording privileges.
CLICK



Security & Privacy

General ~ FileVault  Firewall Privacy

Full Disk Access Allow the apps below to record the contents of your
screen, even while using other apps.

Files and Folders

[©) screen Recording 6572599160d

Media & Apple Music

HomeKit @ Splashtop Streamer
3 suuetoonn TeamViewer
3 Avtomation
@ Developer Tools

m Apple Advertising
-—

B Click the lock to make changes.
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CLICK



Security & Privacy

General ~ FileVault  Firewall Privacy

Full Disk Access Allow the apps below to record the contents of your
screen, even while using other apps.

Files and Folders

. 1 connectwisecon...25726e99160d
Screen Recording

Media & Apple Music

Homekit @ Splashtop Streamer

63 suetootn TeamViewer
3 Avtomation
@ Developer Tools

m Apple Advertising
-—

B Click the lock to make changes.
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CLICK



You could continue in ARD or use your tool of choice.
CLICK

HH Security & Privacy

General ~ FileVault  Firewall  Privacy

Full Disk Access Allow the apps below to record the contents of your
screen, even while using other apps.

Files and Folders
@ Seren Recording 1 connectwisecon...25726e99160d

Media & Apple Music
}Homekit #%) Splashtop Streamer

3 Avtomation

@ Developer Tools

m Apple Advertising
-—

B Click the lock to make changes.
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LiveDesktop
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ARD can't take over anything not on the local LAN. But | am told that Addigy’s Live Desktop feature can. The problem is Precursor is not an Addigy shop.
CLICK
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But as Addigy user A.J. Potrebka pointed out to me, “LiveDesktop is essentially BlueSky".
BlueSky as you might recall was a method of using SSH and VNC to control computers that Brian Best marketed from Mac-MSP.

CLICK



Mac-MsP X
bl k SolarWinds MSP
ueSky

https://github.com/logicnow/BlueSky
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And Mac-MSP went to LogicNow and then to SolarWinds and eventually BlueSky itself was made open source and put up on GitHub for all to enjoy.
CLICK



https://github.com/logicnow/BlueSky

precursor.ca/slides

Copyright © 2021, Alex Narvey

| decided to give it a try.
CLICK



https://github.com/logicnow/BlueSky/wiki/
Security-Overview
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BlueSky establishes and maintains an SSH tunnel initiated by your client’s computer to a BlueSky server. Because of this no port fowarding is required. And the BlueSky installer turns
on SSH Sharing for only one invisible BlueSky user - not anyone else. The tunnel allows two connections to come back to the computer from the server: SSH and VNC. The SSH and VNC
services on the computer are the ones provided by the Sharing preference pane.



NOTE: SolarWinds has stopped responding to PR's regarding this project and bumped the active developers
off the repo. | have moved the active development to sphen13/BlueSky Visit the #bluesky channel of MacAdmins
Slack for unofficial help.

https://github.com/sphen13/BlueSky
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But the LogicNow repository is no longer maintained.
Fortunately, Stephen Boyle has kept it going at his sphen13 repo.
And there is also “BlueSky” channel on MacAdmins Slack that is most helpful.

CLICK



L & bluesky.

A Bluesky [ETEEVT & Download BlueSky Agent & Download BlueSky Admin Tools

Global Settings |

Set global options for all BlueSky installs or the.
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Following the Wiki you can create your own BlueSky Server and when you click on the Admin button...
CLICK



You can see all the computers with BlueSky on them.
CLICK

eoe @M <

A Bluesky

& bluesky.

& Download BlueSky Agent & Download BlueSky Admin Tools

® BlueSky Admin

© Add New 124 Print Preview & Save CSV Y Filter ® Show All

Serial Number  Name SSH VNG SCP  LastCheckin

BlueSky ID

co7m

D2sw

co7s.

cozs.

coT

CozR

cozs

CO2R

RV - @ | @ @ 202104-3018:0047 UTC
16Q iMac PR 2021-04-30 18:00:54 UTC
Mac mini 2014 2021-04-30 18:00:32 UTC

2021-04-30 17:57:16 UTC

2021-04-30 17:57:55 UTC

2021-04-25 22:18:26 UTC

2021-04-30 18:00:87 UTC

2021-04-30 18:00:08 UTC

precursor.ca/slides

Copyright © 2021, Alex Narvey

Status

Connection is good

Connection is good

Connection is good

Connection is good

Connection is good

Connection is good

Gonnection is good

Connection is good

Signed in as admin

Notify  Alert

G sign Out
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First step is to establish the SSH connection.
CLICK
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And then you can VNC - l.e. you can use Apple ScreenSharing through the SSH tunnel.

CLICK
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You can host BlueSky on your own or you can put it up in a Droplet on Digital Ocean or Linode.
CLICK



https://github.com/logicnow/BlueSky/blob/master/docker/
DOCKER_FULL_EXAMPLE.md
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| tried making one manually but no matter what version of linux | tried in the end it always had issues.
But it turns out there is a much easier method to establishing the server.
Just use Docker. The instructions are easy to follow, it only takes about half an hour or less, and it is guaranteed to work.

CLICK



Q Search by resource name or public IP (Cma+)

Choose an image

Distributions  Container distributions ~ Marketplace ~ Backups ~ Custom images

Q Search keyword

I
Recommended for you

Pleok 180 on Uburtu 2004 oetalls [ JE e —
£ LawP on Ubun 2004

Detals g i Semer 21273 00 Ui 1804 Detals

el cPanel & WHM® 92.01 on CentO...  Detalls

Choose a plan

Help me choose (7
SHARED CPU

DEDICATED CPU
General Purpose CPU-Optimized Memory-Optimized Storage-Optimized [[EI

Basic virtual machines with a mix of memory and compute re: Best for small projects that can handle variable levels of CPU performance, like blogs, web apps
and devitest environments,

cPUoptins ol - |
$12imo $24/m0 $48mo

$0.036/neur S0.071aur

4B
8068
418

sce
160 68
518
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All you need is the smallest droplet available for $6/mo. and you can even choose a Docker one right at the outset.
CLICK



[)] & bluesky. © M +

& Download BlueSky Agent & Download BlueSky Admin Tools Signed n as admin | G>Sign Out

e

Set global options for all BlueSky installs or the Tracks admin connection activity

w

BlueSky-2.3.2.pkg
204 KB
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The functioning Docker Server has buttons to click to download a fully functioning pre-built BlueSky Client in an easy to deploy package.
CLICK



MunkiAdmin - Packages
misiICH/
Open Save Reload Properties

&2 All Packages
Name ~ Version Size Modified Displ... Catalogs

- : ior i
Recently Modified 7 BlueSky 232 199 KB 2021-04..._Blue.. estir|
Blue. testir

i Tres k) BlueSkyOffboarder 100
% Copy from Disk Image
% Installer Package
% No Package
% Apple Update Metadata
% startosinstall
% Configuration Profile
# On Demand
% Adobe Installer

munkiimport ~/Downloads/bluesky-232.pkg

precursor.ca/slides

Copyright © 2021, Alex Narvey

| just imported that into munki and it was easy to deploy to any computer | manage.
CLICK



D) Editing BlueSkyOffboarder - version 1.0.0

Basicinfo _ Contents _Requirements _ nstalation [ NITSISEFETR] Uninstall _installCheck Scripts _ Alerts__Advanced

Pre-install script: Post-install script:
/bin/zsh
#Remove BlueSky using munki nopkg script.
#based on ekginger macAdmins Slack Bluesky
echo selfdestruct > /var/bluesky/.getHelp

launchctl unload -w /Library/LaunchDaemons/
com. solarwindsnsp.bluesky.helper.plist
launchctl unload —w /Library/LaunchDaemons/
m. solarwindsmsp. bluesky.
launchctl unload ~w /Library/LaunchDaemons/
com. solarwindsnsp.bluesky. reconnect.plisi
launchctl unload —w /Library/LaunchDaemons/
con.solarwindsnsp. bluesky. s leepwatcher.plist
Taunchctl unload —w /Systen/Library/LaunchDaenons/
ssh.plist
systensetup -f -setremotelogin off
rm —rf /var/bluesk
rm —rf /Library/LaunchDaenons/
com. solarwindsnsp.bluesky.helper.plist
rm —rf /Library/LaunchDaenons/
com. solarwindsnsp.bluesky.plist
rm ~rf /Library/LaunchDaenons/
com. solarwindsmsp. bluesky. reconnect.plist
rm —rf /Library/LaunchDaenons/
com. solarwindsnsp. bluesky. s leepwatcher. plist
rm /private/var/db/receipts/
con. solarwindsnsp.bluesky.pkg.bom
rm /private/var/db/receipts/
com. solarwindsnsp. bluesky.pkg.plist
pkgutil --forget com.solarwindsnsp.bluesky.pkg
dscl . -delete /Users/bluesky

exit 0

Previous
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To make sure it can be fully removed easily | created a munki nopackage script that make sure all parts are removed.
CLICK



please make:module

i README.md

BlueSky module

v. 1.0.0 April 5, 2021
Alex Narvey / Precursor.ca

& Blucsky

Reports on BlueSky installs. (see: https://github.com/sphen13/BlueSky)

https://github.com/precursorca/bluesky_module
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And to make it munki-rific, | thought, why not make a munkireport module with the new “Please make:module” command. It was easy.
CLICK
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And now we have just enough time for a pre-recorded demo.



& QuickTime Player File Edit View Window Help

% BlueSky Admin

XTI riroion | dsecsy | T
hended umber Name
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Here’s the BlueSky window. To connect to the MacDevOps 2021 computer, | first type the user name and password into the Terminal Window that is activated and establish the SSH
Tunnel.
Then | access it via VNC ScreenSharing. | put in the name and password and | have access to the screen.

Let’s log in the new user | created Monsieur X.
If I had done this via Splashtop | would be SOL because ScreenRecording is not enabled. But with BlueSky | can take care of that easily.

| can now continue controlling Mat’s computer via BlueSky or with my tool of choice.
CLICK



BlueSky Website[Z | Learn More[4 x

BlueSky by Mac-MSP provides instant, always-on access to the Macs that you
support. More than just screen-sharing, it includes behind-the-scenes with

command line access or your own background GUI session. Enjoy the ability to INTEGRATIONS

upload files, execute scripts, and deploy packages. No per-user tax: unlimited ]
simultaneous admin connections for you and your team. BlueSky: | VNC || ssH || scP |
Integration Options [ Actions ~ |

Display BlueSky links in the Dashboard.

Watchman Monitoring Integration
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As an added bonus... BlueSky is even easier to use with the built-in integration in Watchman Monitoring. Just click the “On” button.
CLICK



Alex Narvey

@ https://Precursor.ca

@precursorca
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Thanks for listening.
Slides and reference materials are available at precursor.ca/slides
THE END.



